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Introduction to the Cloud

The term Cloud Computing, or simply Cloud, refers to a set of technologies and ways of using computer services that facilitate the use and

delivery of software and the ability to store and process large amounts of data via Internet.
The Cloud offers, as depending on the cases, the transfer of data storage or data processing from users' computers to the provider's systems.
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Cloud services can be delivered through three different Service Models:

IaaS
(Infrastructure as a Service)

azzn[EC2 /A Azure
Y Google Cloud

Cloud infrastructure made available as a
service. The cloud service provider offers, on
a "pay-as-you-go" model, the hardware and
software tools (i.e. operating systems), which
are considered remote virtual servers that the
user can use as a substitute or alongside the
systems already present on company or

administration premises.

PaaS*
(Platform as a Service)

(4] heroku

FEES e force.com

Software delivered as a cloud service. The
provider delivers via Internet a set of
application services by making them available
to the user. For example, applications
commonly used in offices delivered in Web
mode such as contact address book and
shared calendars, but also to more advanced

e-mail services.

SaaS*
(Software as a Service)

] Office365 workday
G Suite  servicenwow

3 Dropbox 4% slack

Software platforms delivered via Internet as
a service. The provider offers advanced
software development solutions that meet the
specific needs of the customer. In general, this
type of service is aimed at market players who
use them to develop and host their own
application solutions for the purpose of

fulfilling internal needs.

*In case of PaaS and Saas, the service provided requires the user to have to equip themselves internally with specific or additional hardware or software tools



Deployment Models in the Cloud

Cloud services can be delivered through four different Deployment Models. These models describe how services (or technologies) are

deployed and are applicable to all Service Models (IaaS, PaaS and SaaS):

Private Cloud Public Cloud* Hybrid Cloud Community Cloud
The environment is The Cloud infrastructure Combination of private Cloud shared by a
entirely dedicated to a is set up to be freely and public cloud specific sector or group
single organization used by the public integrated with each of organizations,
(primarily IaaS). (i.e. Amazon AWS) other (i.e. private cloud & usually temporary in
It can be compared to Salesforce) nature (i.e. PlayStation
traditional "data centers" network)

o) ool
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*The use of Public Cloud implies the transfer of processing or data only to the systems of the service provider, which assumes an
. important role with regard to the effectiveness of the measures taken to ensure the protection of the data!
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Some Insights: Workloads in the Cloud

Organizations continue to shift workloads to the cloud at a rapid pace. According to the 2022 Cloud Security Report of (ISC)?2, today the 39% of

the organizations have more than half of their workloads in the Cloud, while the 58% plan to make this shift in the next 12-18 months.

(@)

TODAY NEXT 12-18 MONTHS
s I I v
I (O 7+
39% | 1o+l D 7 | 58%

more than 50% o, o more than 50%
of workloads 2[] A, - 3] ,é of workloads
in the cloud in the cloud

Share of workloads in the cloud

*(ISC)? is an international nonprofit membership association focused on inspiring a safe and secure cyber world.
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Main Impacts of the Cloud Adoption

The adoption of the Cloud impacts organizations in their entirety. In order to take full advantage of its benefits, it is necessary to adapt

organizational structure, processes and technologies by ensuring a coherent evolution with the new approach:

@ Architecture & Infrastructure

v' Definition of standard architectures

v Integration with application and
infrastructure monitoring tools

@ Partner / Ecosystem Model

v' Cloud Service Provider Management
v' Review of Service Level Management
policies

v Integration with enterprise ITSM (PPM,
Incident Mgmt, Configuration Mgmt)

Ep Operating Model

v
v
v
v

v

Review of the operating model

Definition of the Governance model
Definition of processes and procedures for
Cloud Governance

Review of software development
processes

Definition of Cloud service brokerage to the
business

000
Hip People
v' Evaluation of the skills needed
v' Definition of roles ad hoc for Cloud
Governance
v' Hiring & Retention
v" Change Management

v' Training Courses & Knowledge Sharing

\

v Vendor Management
v Ecosystems & Alliances management

[ Application Portfolio

Evaluation of applications suitable for the
Cloud

Migration Roadmap

Application Modernization

Execution of the migration

Monitoring and control of migrated
applications and workloads

‘ é Financial Management

v Integration with IT Financial Management
processes

v Business Case / TCO Evaluation

v Investment estimates / projections on the
use of Cloud solutions in the business budgeting
process

v ROI Evaluation 8



Biggest Security Threats in the Cloud

Cloud adoption is also characterized by the following most common Cloud Security threats*:
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Focus on Data Security Risks in the Cloud

The presence of common threats that can affect the Cloud world, can often lead to the materialization of significant Data Security Risks,
such as:

m,

CONTRACTS
CLAUSES
The difficulty of defining and
having acceptance by Cloud
providers of the security

clauses in the contracts
concluded with them

@O

LOSS ON DATA
CONTROL

Difficulties in control their
own resources/data in the
hand of the Cloud provider

LEGEND

@®
Y

SHARED
RESPONSABILITIES
Cloud security is a shared
responsibility and no Cloud

provider provides or
guarantees 100% security

@,

LOCATION OF
THE DATA

The distributed geographic
location of the data, which is
often difficult to determine,
with Privacy issues

@ In-flight: During the migration phase

Arrival: Fully adopted

@O

il

LACK OF STAFF
RESOURCES OR
EXPERTISE
The lack of qualified
cybersecurity staff is an

impediment to the Cloud faster
adoption

@®
|

o

SERVICE
AVAILABILITY

Potential unavailability of the
Cloud service due to an
outage, a period of time during
which a cloud service is
unavailable to end users.

@O

The difficulty of integrate the
Cloud with the existing IT
environment

@O

Lack of Incident
management procedures
and their communication

@O

SECURITY LEVELS
OFFERED
Difficulties in monitoring the
reliability and security
levels offered by the Cloud
provider and by their third

parties

X

BUSINESS
TERMINATION

Termination of the Cloud
provider's business

10
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Cloud Security: a way to handle the ever-changing security needs

Cloud Security consists of a set of policies, controls, procedures, and technologies designed to protect cloud-based systems, data,
and infrastructure. These security measures are configured to protect information, support regulatory compliance, protect customer privacy,
and set specific authentication rules for individual users and devices.

Here below, some benefits of the Cloud Security:

Configurable
according to
business needs

Scalability /\

Security
centralization

Costs Defense from internal

reduction and external cyber
threats

Visibility and control
over data in Cloud

\ Information

Protection

Regulatory

compliance
support

12



Ever-changing security needs: Common Responses

When moving to the Cloud, how practically the Organizations can handle their ever-changing security needs? Here below some common

responses* from the market:

m @

Training and/or Using native and Hiring staff Partner with a Deploying
certifying secure Cloud dedicated Managed security
existing IT provider to cloud Security software

staff security tools security Services from independent
(i.e. Informatica) Provider vendors
(MSSP)

*According to the 2022 Cloud Security Report of (1SC)?
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Ever-changing security needs: Main Technical Measures

Finally, it's important to highlight that in order to handle the ever-changing security needs, it's also necessary that the Organization takes actions

in implementing Technical Measures in order to make the Cloud more secure, such as:

Data Encryption
Cloud data encryption can be used to prevent unauthorized access to data, even if that data is exfiltrated or stolen.

Identity and Access Management (IAM)

Access control tools (password management solutions, multi-factor authentication, etc.) assume a key role in limiting the
compromise of data, systems and platforms by users. Indeed, such solutions make possible to manage and monitor the behavior
of those accessing resources, preventing access by unauthorized or malicious parties.

Data Backup
It's crucial to have a contingency plan in place should anything happen to data, such as data loss.

Disaster Recovery
Provide organizations with the tools, services, and protocols necessary to expedite the recovery of lost data and resume normal
business operations.

Data Loss Prevention (DLP)
Use a combination of remediation alerts, data encryption, and other preventative measures to protect all stored data,
whether at rest or in motion.

14
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IDMC Security and Defense in Depth

Shared Responsibility Cloud Security Model

The level of security provided for
customers and their data is
achieved not through a single
control, but through multiple,
overlapping layers. Informatica
embeds security in every layer of
the infrastructure stack and in
every aspect of accessing and
processing cloud integration
data.

Meta Data Layer Security

© Informatica. Proprietary and Confidential. (‘ Informatica



Informatica PODs Globally

UK CDGC
Service
& Canada Uk Fod P
(WIP)

US West Pod 9 &

a Pod 1 EMEA @ EMEA
\ Pod 3 @ (Ireland) (Germany)

US West NA US East CDGC  EMEA Pod 7 APJ
Pod 1 CDGC Pod 2 (Ireland) (Japan)

Service

Pod 1 Pod 6
Pod 3 FedRAMP Pod APJ
Pod 5 (Singapore)
Pod 8
APJ APJ

(Australia) ~ (Australia)
Pod 8 Australia Pod
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Network Architecture

Customer ‘
VNET Public MG R
Services §
G 2
i o
Cloud Apps Firewall =
“ENO e %
1p - E
— @ 2 AEX 5
» @ @ @ Multi-tenant 2
|

Metadata I '

Secure Agent = Ko m T T o oo oo oo------—foommmm oo ooy | .
Group (TLS1.2) . Web Client

1
I
Other SaaS Apps . |
PP I Logic |
I Pushdown !
Q .:. ' : User
1
ERP Cloud CRM Compute Cluster (optional I
l 2 (op )qizz HTTPS: 443 :
SpOf (Outbound) ]
I
kubernetes !
' : 000
On-Premises i aoo
| g
—= @ : On-Prem
[—
—= :
Mainframe Apsglisgtison Databases t. Metadata E
D X @ 999 - =
s -2 1 0 Tm——_ \/ \WV/ \SW/ <L e 1
Documents Data Hadoop
Warehouse Secure Agent

Group (on-prem)
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Informatica Software And Development Practices

Informatica SDLC Practices

- Security Architecture Design Reviews

Secure

- Secure Coding Procedures: Documentation, testing, reviews. o Soding
change controls to our software. Follow OWASP standards.

Manual Code
Reviews

- Manual Code Reviews: Functional and design reviews, manual

Automated

code reviews by lead engineers/architects. Automated e Manual Pen

Testing

notifications at check-in. Reviews

Third Party Our
* Vulnerability and License Compliance: Static, Dynamic, pcourity Development
Third-Party Library source code analysis; risk-based — -

Architecture

I’emedlatlon . Design Analysis

Reviews Scans

- Manual Penetration Testing: Trusted third-parties every major Dynamic

. . Analysis
product release, Informatica teams every minor release. Scans
Software
* Responsible Disclosure Program: Security researcher discrete Secuny

disclosure and Hall Of Fame.

© Informatica. Proprietary and Confidential. (‘ Informatica



Certifications and Independent Verifications

Third-party attestations, memberships, and industry certifications Additionally, Informatica partners with 3" party
relevant to the IDMC platform consulting and security expert firms to assess IDMC
security performing analysis, penetration and
vulnerability tests...

NCCQroup”
N liackerone

CROWDSTRIKE

MANDIANT
4schellman
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Encryption Overview .

Firewall

G Cloud Apps
IDMC Jdb
Services 4 N1 memmmmmmee———— 3'0'5 E II' @ @ SApd

BOgARY

. Encryption at
Rest

‘ Encryption in . Encryption in

O Transit Transit
AES encryption (256 bit) Metadata R
f?{;ii (Connector
: 2 transport layer
HTTPS: 443 Drotocol)
(Outbound) H
1

]
[ S Agent g emedecmce e H
No Inbound ecure Agen

Firewall ports
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Encryption Protocols

 Encryption keys are stored in our internal database in encrypted form

» Secure Agent authenticates with the IDMC host first using a 10 SSL handshake and a digital certificate

« All communication from the Secure Agent to the IDMC host is TLS 1.2 encrypted using AES256-SHA (256 bit) cipher
« Encryption in Transit is unique per Secure Agent and each IDMC Service

* When connecting to sources/targets via connectors, Informatica leverages the underlying transport layer of these
connector communication protocols. Customer data is transmitted encrypted via Transport Layer Security (TLS) using AES
(256 bit) cipher

No inbound firewall ports needed
- The Secure Agent creates a virtual socket connection to communicate to IDMC through port 443 for all outbound communication

© Informatica. Proprietary and Confidential. G Informatica




Key Management Overview

Dedicated

v

v

IDMC (‘

Services

_—
4

AES encryption (256 bit)

HTTPS: 443
(Outbound)
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Customer Key
per Org

, Customer
i Managed
Rotation policies

@% Manage

Encryption in
transit & rest

- —

Metadata
(TLS 1.2)

{ ecure gJ

* |ICS uses Organization-level AES-256 symmetric encryption
keys (Tenant Keys) to encrypt sensitive data at rest and in
transit. These Tenant Keys are rotated once a year in
conformance with NIST 800-57 Part 1 Rev 5 guidelines

- Additionally, we have a feature in which the customer can
manage the current keys via API

- CUSTOMER can initiate and adjust the rotation intervals

Changing key rotation intervals

You can use the key resource to change the key rotation interval for the organization.

PATCH request

To change the key rotation interval, send a PATCH request using the following URL:
fpublic/core/v3/key/rotationSettings

Include the following information:

Field Type Required Description

rotationinterval | String Yes The key rotation interval to use for the organization. Use one of the following values:

= OQ0_DAYS

« 120_DAYS

« 180_DAYS

= 365_DAYS
Default is 365_DAYS.




Private Connectivity
owe €

Services

____________________ | £, Express

Route/Direct
‘ s Connect

‘ @ VPN/Private Links

e ————— Secure Agent

AES encryption (256 bit)

ExpressRoute lets you create private connections DirectConnect lets you create private connections VPN/Private Links are point to point connections
between Azure datacenters and infrastructure that's on between AWS datacenters and infrastructure that's on between infrastructures that maybe on your premises
your premises or in a co-location environment your premises or in a co-location environment or in a co-location environment

ALL OPTIONS AVOID USE OF PUBLIC INTERNET
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IDMC Service Architecture — PrivatelLink (logical view)
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IDMC Architecture — PrivateLink and Direct Connect

AWS VPC Customer IDMC ‘
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User Authentication / Authorization Overview
e (>

Services

S

Service1l
Ml
g S C
S j[e—> R
o Service2
S mm——————
Q. AES encryption (256 bit
@@ ryption ( )

ServiceN

‘ Trusted IP Range

ldentify / Access X e men
.« ' SAML 2.0 Provider !

—_—m ) —_——— -
Tl _(UserAccess) ____|

11

User Web Client

‘ Single Sign On

‘ Multi-Factor
Authentication
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SSO SAML Scenarios

SAML Authentication SAML Authentication and Authorization

Identity Provider

Identity Provider

Request
Authentication B oo 5
response (token) e
User Creation \/"

« User authorization is managed within Informatica through
the users' group and role assignments

Request

> O Role
< Authenc+Authoriz =) Q)g Assign
response (token) = 0oo
S e User
User Creation Groups

Role/Group mapping

IDMC ORG

IDMC ORG

Roles
(Mapped)

00

User Role
Groups Assign

« Informatica verifies the user credentials each time a user attempts to
sign in. It also gets the user's SAML groups and roles and assigns the
user the corresponding IDMC roles

* Informatica verifies the user credentials each time a user - Existing user: Informatica authenticates the user and gets the SAML roles, groups,

attempts to sign in and user attributes from the SAML token. If this information has changed since
the last login, Informatica updates the user attributes and roles

- Existing user: user is authenticated, but roles and groups are taken
from IDMC. You can update this information within IDMC - New user with auto-provisioning: Informatica gets the SAML roles, groups, and
user attributes from the SAML token and stores them in the repository. It creates
and authenticates the user and assigns the user the Informatica roles that are

mapped

- New user with auto-provisioning: IDMC gets user attributes from
SAML token and stores in the repository to create user and assign
default group and role (if configured)

- New user without auto-provisioning: logs in fails, you need to create the user

- N r with -provisioning: | in fail n r
ew user without auto-provisioning: logs in fails, you need to create within IDMC

the user within IDMC
* For some identity providers, you can also choose to push user and group

information to IDMC using SCIM 2.0
Q Informatica
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Data Storage Overview

IDMC Q ﬁ. Logically separated Data Repository can contain Master Data (in case of
Services (per tenant) Business 360 service), metadata or profiled data (in
case of Data Governance & Catalog, Data Marketplace
> ‘ Encrypted (same as or Data Quality services)

metadata repository)

® ®
Tty

4
2
3
Z

AES encryption (256 bit) Metadata

(TLS 1.2)

HTTPS: 443

(Outbound)
I .[ Secure Agent
Identify / Access o
- o SAML 2.0 Provider H
—_— -===p! i
— R (User Access) ____ J
User Web Client
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IDMC Security Architecture Diagram

IDMC is built on microservices-based technology architecture and cloud native frameworks. The diagram below shows all major
components of the IDMC security domain and lays out the areas of metadata and data persistence and data movement

IDMC

Services “

Multi-tenant
ORG

o

______
-
------

‘ Informatica

Informatica managed

Cloud runtime / Serverless
(optional)

- ca

Business data
(HTTPS)

Cloud Apps

|—>I

______

Business data

o EHu-os
1= i

HTTPS: 443

I (Outbound)

7 (5

Business data

(HTTPS + TLS1.2) P\
Servicel 1
Sl B | G e I
S le— . ‘@’2 — A= :
) ervice - H -
S Business data
- Qo pata (HTTPS)
ServiceN . . Metadata
AES encryption (256 bit) (HTTPS :
+TLS1.2) $ :
1
\ SAML 2.0 Provider E ( Customer managed Secure Agent i
A - yy [ @ (Windows, Linux) - :' """" ! .
HTTPS ' (optional) ! Onprem or Cloud hosted (laaS) “‘\*: P— (é;) Firewall
P R Connector [F========= Encrypted Connections logs I Proxy |
Design & Log retrieval i Access —— 4 b !
Administration \ Data Preview I R I (optional)
L o o o o i e e i o e g
) User i
g)ﬁldentlfy/ Access AcCCess l
> PR i w
— On-Premises Customer Tenant

User Web Client

Compute Cluster CDI-e

(optional)
Spark’
Data Application Databases
Warehouse ~ Servers

kubernete




Questions?

While we answer some of your questions
please feel free to also share your thoughts
about the session today




Further reading

* IDMC Security Whitepaper
- https://knowledge.informatica.com/s/article/DOC-18220?language=en_US
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https://knowledge.informatica.com/s/article/DOC-18220?language=en_US

Thank You!




